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Infrastructure

• Phone system gateway components are in.  Server delivered last week.

• Virtual host deployment completed.

• SAN is ordered, however there are components on back order.

• Guest Wi-Fi form is active. 3

• Phone system server order is processed. Waiting on ETA for equipment.

• Virtual host has been ordered and is in. Looking to replace unit after break.

• Waiting on prices for SAN (Storage Area Network), eta replacement is July 1, 2023.

Previous meeting

Update



CYBER SECURITY UPDATES
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Previous meeting

Update

• Met with Aspire one, reviewed project scope, in scheduling 

phase.   ETA is summer for DMZ and ACL work.

• Meeting with Aspire one (vendor performing work) next week to discuss work to 

be performed for DMZ (Demilitarized Zone) and ACL (Access Control List).

• Aspire finished Certificate structure which is active and is in place for WPA EAP 

802.1x wireless on Windows devices.





2nd Annual Cyber 

Security Summit
At the summit, industry experts including representatives from Dutchess 
County, New York State, and Federal Government agencies will discuss 
topics such as:

The current cyber threat landscape

Cybersecurity survival tactics for municipalities

Modernizing a cybersecurity approach

Cybersecurity issues to prioritize

The latest tools and resources available to improve cyber readiness



2nd Annual Cyber 

Security Summit 

Key points
• Nation states are in the business of ransomware, leading to increased attacks.

• Ransom attacks have dramatically increased with ransomware as a service.

• Email phishing is still leading cause of ransomware attacks.

• Weak passwords and poor access oversight lead to stolen credentials, which 

represents about a 1/3 of attacks.

• Reduce Software vulnerabilities with patch management.

• Employee training on phishing attacks is very important.





Expect to see more 

guidance, from different 

agencies, outlining the 

same scope of work.



CIS Control 2 – Applications - Inventory and Control of Software Assets
Actively manage (inventory, track, and correct) all software (operating systems and applications) on the network so that only
authorized software is installed and can execute, and that unauthorized and unmanaged software is found and prevented from
installation or execution.

Control 2.1 - Establish and Maintain a Software Inventory (NIST ID.AM-2)
• Establish and maintain a detailed inventory of all licensed software installed on enterprise assets.
• The software inventory must document:

o the title, Publisher, initial install/use date, business purpose for each entry
o where appropriate, include the Uniform Resource Locator (URL), app store(s), version(s),

deployment mechanism and decommission date.
• Review and update the software inventory bi-annually, or more frequently.

Control 2.2 - Ensure Authorized Software is Currently Supported (NIST ID.AM-2)
• Ensure that only currently supported software is designated as authorized in the software inventory for
enterprise assets.
• If software is unsupported, yet necessary for the fulfillment of the enterprise’s mission, document an
exception detailing mitigating controls and residual risk acceptance.
• For any unsupported software without an exception documentation, designate as unauthorized.
• Review the software list to verify software support at least monthly, or more frequently.

Control 2.3 - Address Unauthorized Software (NIST DE.CM-7)
• Ensure that unauthorized software is either removed from use on enterprise assets or receives a
documented exception.
• Review monthly, or more frequently.

1. We are utilizing the RIC (Regional Information Center) DPPS (Data Privacy and 

Security Service) tool to maintain our software inventory. DPPS Tool.

1. Technical Services oversees software installation. Compatibility and authorization 

is built into the workflow.

2. All software purchases must be approved through the Curriculum Committee 

and/or Mr. White’s office, or for operations Mr. Devincenzi's office.

1. Unauthorized software would be removed by Technical Services.

https://www.wallkillcsd.k12.ny.us/Page/7818


Work to be done:

• Still missing a few contracts from BOCES.

• Reconcile iPad apps, adding titles to software 

inventory if necessary.  Waiting on clarification.

• Reconcile PTLW software titles.

• Create workflow practices, from IT to Clerical, for 

notification and reconciliation of software titles on a 

routine basis (Monthly).

• Add detail to existing inventory, recording versions 

deployment method, etc.



Multifactor/2FA rollout
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January 2023

Administrative Personnel January 2023

March 2023

Office Staff March 2023

June 2023

Faculty June 2023

** Microsoft has combined Self Service Password Reset 

and MFA registration. Technical Services will recreate 

tutorials.
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