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AGENDA
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INFRASTRUCTURE.

NO UPDATES

CYBER SECURITY DEPARTMENT

NO UPDATES

WEBSITE CIS CONTROLS
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• All School Districts, under MHRIC, will have their SchoolTool instance 

migrated to cloud by end of year 2024.

• Wallkill, along with Pine Bush, Arlington, Monticello, Washingtonville, and 

Minisink, are migrating this spring.

• Wallkill will be cutting over to the new tenant on March 25, 2024. +

• New launch date is May 23, 2024

• Our obligation is to end users is to disclose new URL link.   Tentative March 

4th.

• We will notify users on May 6th , 2024 and disclose new link.

School Tool vendor is moving their services from MHRIC to the AWS cloud, 

currently equipment is housed at MHRIC.



CYBER SECURITY UPDATES

Updates Previous meeting
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• Core switches are 
deployed.

• ACL applied.

• Meeting on February 
22, 2024, to plan TTX

• TTX is May 1st at BOCES.





CIS Control 8 – Network – Audit Log Management

Control 8.1 - Establish and Maintain an Audit Log Management Process
• Establish and maintain an audit log management process that defines the enterprise’s 
logging requirements. At a minimum, address the collection, review, and retention of 
audit logs for enterprise assets. Review and update documentation annually, or when 
significant enterprise changes occur that could impact this safeguard.

• Wallkill Subscribes to A5 Licensing which includes a robust set of security 
logs.  Local hardware has internal logging.

• System changes are logged to a share OneNote file.

Collect, alert, review, and retain audit logs of events that could help detect, understand, or 
recover from an attack.
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CIS Control 8 – Network – Audit Log Management

Control 8.2 - Collect Audit Logs (NIST PR.PT-1, DE.AE-3)
• Collect audit logs. Ensure that logging, per the enterprise’s audit log management 
process, has been enabled across enterprise assets.

• Logging is enabled on all computer systems, with limited storage.  Logs 
overwrite as needed.

• Network devices log to a syslog server with limited storage.  

• Server logs are enabled with limited storage. Logs overwrite as needed.  
Logs are also kept in O365.
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Control 8.3 - Ensure Adequate Audit Log Storage
• Ensure that logging destinations maintain adequate storage to comply with the  
enterprise’s audit log management process.

• Logging is limited based on physical storage.  Logs overwrite as needed.



WEBSITE
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• Review templates in March 2024

• UPDATE:  we chose Salisbury as our 

template.

• Demo site will be active 7/1/2024

• Make revisions over the summer.

• Site to go live September 2024

• https://www.finalsite.com/themes

https://app.mavenlink.com/redirect?url=https%3A%2F%2Fwww.finalsite.com%2Fthemes
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